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ABSTRACT

Almost all popular Internet services are hosted in a select set
of countries, forcing other nations to rely on international
connectivity to access them. We infer instances where traffic
towards a large portion of a country is serviced by a small
number of Autonomous Systems, and, therefore, may be
exposed to observation or selective tampering. We introduce
the Country-level Transit Influence (CTI) metric to quantify
the significance of a given AS on the international transit
service of a particular country. By studying the CTI values
for the top ASes in each country, we find that 32 nations have
transit ecosystems that render them particularly exposed,
with traffic destined to over 40% of their IP addresses privy to
a single AS. In the nations where we are able to validate our
findings with in-country operators, we obtain 83% accuracy
on average. In the countries we examine, CTI reveals two
classes of networks that play a particularly prominent role:
submarine cable operators and state-owned ASes.

1 INTRODUCTION

Computer networks play a central role in the transmission
of information across the world. The goal of this study is
to identify instances where a significant fraction of a coun-
try’s inbound international traffic is managed by a select few
networks. Such networks are in a position to observe and
tamper with a nation’s traffic, as could any third-parties who
infiltrate them. For instance, observation (of unencrypted
traffic and metadata) may be performed by domestic or for-
eign actors with the purpose of conducting surveillance or
espionage, respectively. Conversely, selective tampering—for
instance, with individual network flows carrying popular-
application traffic—has been reported by both domestic (e.g.,
government censorship) and foreign (e.g., dis-information
campaigns) actors.

Because actual traffic information is difficult to obtain at
a global scale, we instead quantify the fraction of a coun-
try’s (reachable) IP addresses exposed to tampering and ob-
servation by specific networks. While all IP addresses are
clearly not created equal, they facilitate an apples-to-apples
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comparision across nations. Traffic towards any given IP
address is handled by so-called transit networks, i.e., those
who sell connectivity to the rest of the Internet to other,
customer networks for a fee; customers include consumer-
serving access networks. Transit networks are frequently
invisible and unaccountable to end users. This opacity may
allow both domestic and foreign actors to observe or tamper
with traffic—capabilities we term transit influence—without
facing diplomatic or political backlash from governments,
activists or consumer groups. We aim to bring transparency
to the public regarding oversized observation and tampering
capabilities granted to specific transit networks in a large
group of nations.

In order to reveal these crucial, nation-level topological
features, we develop the country-level transit influence (CTI)
metric. CTI quantifies the transit influence a particular net-
work exerts on a nation’s traffic. Studying transit influence
requires an analysis of the global routing ecosystem which
enables networks to exchange traffic between them. The
Border Gateway Protocol (BGP) is the central system by
which networks exchange interconnection information. CTI
is based on an analysis of a large compendia of BGP data
[10, 59] and includes both topological and geographic fil-
ters aimed at extracting transit influence inferences from
incomplete and biased data [30, 35, 51].

CTI is particularly salient in countries that lack peering
facilities such as Internet exchange points (IXPs) at which
access networks might connect directly with networks of
other nations. In these nations, transit networks—often a
select few based in geographically distant nations [19, 32,
36, 63]—serve as the dominant form of connectivity to the
global Internet. Moreover, the lack of domestic co-location
facilities places these nations at further risk of exposure
to observation and tampering because popular content is
generally hosted abroad [21, 31, 40, 54, 65].

We employ a two-stage approach based on passive infer-
ence and active measurement to (i) identify transit-dominant
(i.e., at-risk) countries, and (ii) quantify transit influence of
the networks serving them. We validate our findings from
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both stages with in-country network operators at 123 ASes
in 19 countries who confirm that our results are consistent
with their understanding of their countries’ networks. Our
contributions include:

(1) A new Internet cartography metric that quantifies the
transit influence a particular network exerts on a na-
tion’s traffic: the Country-level Transit Influence (CTI)
metric, which ranges over [0, 1].

(2) We apply CTI to infer the most influential transit net-
works in 75 countries that rely primarily on transit for
international connectivity. These countries have, in ag-
gregate, ~1 billion Internet users (26% of the world [4]).

(3) We find that many of these countries have topologies
exposing them to observation or tampering: in the me-
dian case, the most influential transit network manages
traffic towards 34% of the nation’s IP addresses.

(4) We identify two classes of ASes that are frequently
influential: those who operate submarine cables and
companies owned by national governments.

Ethical disclaimer. We acknowledge several ethical implica-
tions of our work. Our mass (validation) survey of operators
was classified as exempt by our IRB. Our reporting of avail-
able paths to repressive countries might trigger government
intervention to remove such paths. Another potential issue is
the identification of networks (and specific submarine cables)
that would yield the most expansive observation/tampering
capabilities in a country, which is potentially useful infor-
mation for a malicious actor. We believe most governments
and sophisticated attackers already have access to this infor-
mation, and that our study may lead to mitigation of these
concerning topological features; thus, the benefits signifi-
cantly exceed the risk.

Roadmap. The remainder of the paper is organized as fol-
lows. We start in Sec. 2 with a high-level overview of our
methodology before introducing the CTI metric in Sec. 3. We
apply CTI to 75 countries where international connectivity
is predominantly transit and describe our findings in Sec.
4. Then, we discuss in detail how we identified the transit-
dominant countries (Sec. 5); we also describe how we assign
nationality to prefixes, ASes, and BGP vantage points (Sec.
6). Sec. 7 discloses some limitations of our study while Sec.
8 compares with prior work. Space constraints force us to
leave a detailed discussion of our extensive operator vali-
dation (App. A), quantitative comparision to Hegemony, a
closely-related metric [35] (App. B), further details of our
methology (App. C-D), and a full discussion of submarine-
cable operators (App. E) to the appendices.

2 APPROACH OVERVIEW

Conceptually, international Internet traffic crosses a nation’s
border at some physical location, likely along a link con-
necting two routers. For our purposes, we are not interested
in the physical topology, but the logical one: in which au-
tonomous system(s) does international traffic enter a nation
on its way to access networks in that country (i.e., origin
ASes). Topologically, these ASes can have two different types
of relationship with the first domestic AS encountered: tran-
sit (provider-to-customer or pZc) or peering (peer-to-peer or
p2p). We focus on countries where international connectivity
is dominated by transit (p2c) interdomain relationships as
they are easier to identify from public data sources.

High-level model. We look for evidence of a country’s
exposure to observation or selective tampering by specific
networks. Studying this exposure requires a quantitative
model of the reliance of the country’s access networks, in
aggregate, on specific transit networks. The model must
factor in the size of the address space originated by each AS
with presence in the country. Intuitively, the greater the share
of a country’s IP addresses that are served by a particular
transit AS, the higher the potential exposure of the nation’s
inbound traffic to observation or tampering by that AS. The
model must then produce a country-level metric of exposure
for each transit network serving the nation. To that end, we
determine the frequency at which transit networks appear
on routes towards the country’s IP addresses.

We start our model by building a graph where nodes are
ASes and edges are connections between them, weighted
by address space. Then, a metric of node prominence on
said graph provides a quantitative assessment of how fre-
quently a (transit) node AS; is traversed when delivering traf-
fic from any given node to edge (origin) nodes. The higher
the value of this metric for any AS; in a given country, the
more exposed the transit ecosystem is. At one extreme (most
exposed) are countries with a single transit provider (e.g.,
a legally-mandated monopoly) connecting every network
in the country to the rest of the Internet; at the other end
are countries with many transit providers, each delivering
traffic to a small fraction of the nation’s IPs. Note that we
do not need complete visibility of the graph (e.g., backup
links) to infer potential exposure to observation or tamper-
ing, as traffic will likely flow through the links that are visible
given capacity constraints on long-haul (incl. international)
links [15, 47, 53, 74].

Our technical approach to build this conceptual model
using real data uses as inputs a combination of two types
of measurements: (i) passive, to study AS-level connectivity,
and (ii) active, to study reachability and transit dominance.

AS-level connectivity. Passive data sources of intercon-
nection include BGP data from RouteViews [10] and RIPE
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RIS [8]. We begin with the 848,242 IPv4 prefixes listed in
CAIDA’s Prefix-to-Autonomous System mappings derived
from RouteViews [24], excluding the 6,861 (0.8%) prefixes
with (invalid) length greater than 24, and the 9,275 (1.1%)
originated by multiple ASes. We find those prefixes in the
274,520,778 IPv4 AS-level paths observed in BGP table dumps
gathered by AS-Rank [11] from RIPE/RouteViews [10][8] dur-
ing the first five days of March 2020. We consider the set of
prefixes and the ASes that originate them on each observed
path in combination with the 377,879 inferred AS-level rela-
tionships published by CAIDA [7].!

Reachability. While BGP dumps reveal potential paths
toward destination ASes, they may not reflect the actual
routes packets traverse, both because ASes may have al-
ternative routes they do not export (e.g., based on peering
relationships) and because the destination network may not,
in fact, be reachable. Hence, we conduct a two-week-long
active measurement campaign (see Sec. 5.2) in May 2020
to determine which ASes in a country are actually reach-
able, and the set of ASes traversed by our probe packets (as
inferred by BdrmapIT [52]).

In practice, our CTI metric combines BGP data with reach-
ability information for each origin AS included in our large-
scale traceroute campaign. If at least one of our traceroutes
received a response, the origin AS is included in the poten-
tially exposed set of origin ASes. All origin ASes’ addresses
(including unresponsive networks) in a country are factored
in the calculation of the country’s total address space. This
method yields a conservative estimate of the capabilities for
observation and tampering of any given transit AS (an ex-
posure lower bound). In the countries we study using CTI,
addresses originated by responsive ASes represent, in aggre-
gate, a median of 88% and an average of 92% of the country’s
addresses; that figure is over 60% in all but one country (Chad,
56%).

Transit dominance. Because we are focused only on
countries where transit—as opposed to peering—is the main
form of trans-border connectivity, we use our active cam-
paign to identify and exclude nations with evidence of for-
eign peering, i.e., where an AS that originates addresses
geolocated to the country establishes a peering agreement
with another AS primarily based in another country?.

In the 75 countries where we study transit influence, no path contained
any of: unallocated ASes, loops, poisoned paths (where a non-clique AS
is present between two clique ASes, clique being the AS-level core of the
Internet inferred by [7]); additionally, all paths towards these countries are
seen at least once per day across all five days.

2This “nationality” assignment is described in Sec. 6.
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Figure 1: Example of Country-Level Transit Influence.

3 TRANSIT INFLUENCE METRIC

We define the transit influence CTIy(AS, C) € [0, 1] using a
set of BGP monitors M as

w(m) a(p,C) 1
Z M| Z (A(C) d(AS,m, p) > M

meM | | plonpath(AS,m,p)

where w(m) is monitor m’s weight (Sec. 3.1.2) among the
set of monitors (Sec. 3.2.2); onpath(AS, m, p) is true if AS is
present on a preferred path observed by monitor m to a prefix
p originated by a probed and responsive origin network, and
m is not contained within AS itself (Sec. 3.2.1); a(p,C) is
the number of addresses in prefix p geolocated to country
C; A(C) is the total number of IP addresses geolocated to
country C; and d(AS, p, m) is the number of AS-level hops
between AS and prefix p as viewed by monitor m (Sec. 3.1.1).

We provide the intuition behind the derivation of CTI in
App. D; here, we illustrate its use. Fig. 1 shows CTI values for
a toy example with three transit ASes and four origin ASes,
in a country with eight /24 prefixes: the transit AS on the
right has the highest CTI, since it serves the most addresses
(half of the country), followed by the transit AS on the left
(3/8) and the AS in the center (1/8). Note that the top AS
has a CTI of 0, because it hosts the BGP monitor from which
the set of routes used in this toy example are learned—hence,
onpath(AS;, m, p) is always false for that AS. Should that
AS not be the host of the BGP monitor (or be seen on these
routes through another monitor), it would have a CTI of
0.5—transit influence over the entire country as an indirect
transit provider (distance 2 from the prefixes).

3.1 CTI components

Because Eq. 1 only considers prefixes originated by networks
that we probe and are responsive, yet divides by A(C) (i.e.,
all addresses originated from the country), our experiments
yield a conservative estimate. In particular, the actual CTI of
AS might be higher if other origin networks that we do not
probe are also reached through AS. Moreover, because CTI
is computed with respect to the entire country regardless of
the amount of probing, it is possible to compare CTIs across
countries. Originating addresses directly does not grant an
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Figure 2: Unobserved paths in BGP.

AS transit influence, as our focus is on identifying ASes that
carry traffic to destinations outside of their network.

We explain the rationale for the various factors in Eq. 1 in
the following subsections.

3.1.1 Indirect transit discount. As the number of AS-level
hops from the origin increases, so too does the likelihood
that there exist alternative paths towards the same origin
AS of which we have no visibility (e.g., backup links, less-
preferred paths). Fig. 2 shows this limitation in visibility
for a toy example with a single origin AS. There, given the
location of BGP monitor C we see the AS-level chain in black,
erroneously concluding that the origin AS has a single direct
transit provider and two indirect transit providers. In reality,
there exists another set of both direct and indirect transit
providers (the AS-level chain in light gray). We miss all these
paths given that we do not have a monitor in any neighbor
of a light-gray AS (such as that marked with a plus sign). In
this example we miss backup links of the origin AS, as well
as preferred links of the origin’s direct transit provider, and
a backup link of both indirect transit providers.

As a coarse mechanism aimed at mitigating this limited
visibility, we discount the influence of transit providers in
proportion to the AS-level distance from the origin: we apply
a discount factor as 1/1,1/2, ..., 1/k, where k is the number of
AS-level hops from the origin AS. In practice, that means we
do not discount the measurements of direct transit providers,
as there the probability of missing a backup or less-preferred
link is low. We note that this heuristic yields a conserva-
tive estimate of the observation opportunities of an indirect
transit provider over traffic flowing towards a country.

3.1.2  Prioritizing AS diversity. ASes can host more than one
BGP monitor. In fact, more than 20 ASes in RIPE RIS and

RouteViews host multiple monitors; for instance, AS3257-
GTT hosts five. In order to favor a topologically-diverse view
(given the available observations), if more than one monitor
from the same AS sees an announcement for the same pre-
fix, we discount their observations to limit the influence of
monitor ASes with multiple monitors. Formally, the weight
for each monitor m’s observation of a prefix is w(m) = 1/n,
where n is the number of BGP monitors in a single AS that
see an announcement of that prefix.

3.2 Filtering ASes

To correct for the limited, non-uniform coverage of the BGP
monitors that collect our table dumps, we apply a number
of filters to the set of paths over which we compute CTL

3.2.1  Provider-customer AS filter. BGP monitors by defini-
tion collect paths from the AS hosting the monitor to the
origin AS. Therefore, we always exclude the AS hosting the
BGP monitor from the path to avoid inflating their transit
influence. We employ a heuristic that attempts to consider
only the portion of the path relevant to the origin prefix,
and ignore the portion dictated by the monitor’s topological
location.

The intuition behind our filter is that, from the perspective
of the origin AS, there is a “hill” above it capped by the
last observed provider-customer (p2c, i.e., transit) link, with
traffic flowing from the hill’s peak down towards the origin.
The transit AS in that link is the highest point in the path
we want to keep, as it directs traffic towards its customer
(and its customer’s customers, if applicable). After reaching
that topological peak, we discard any other AS present in
the path. The remaining path would then include the origin
AS, its direct or indirect transit provider at the topological
peak, and any other ASes appearing between the origin AS
and the direct or indirect transit provider.

Formally, for the analysis presented in this paper, we re-
fine onpath(AS;, m, p) to be true only if the path observed
at monitor m has at least one inferred p2c link where the
customer is either the origin of p or closer to it than AS;, i.e.,
we discard paths where there is no topological peak from
the perspective of the origin. This heuristic discards 4.3% of
the paths observed by our monitors. In the median country
we discard 3.4% of paths using this filter, with 6.0% being the
average case. In all countries we keep over 78% of paths.

We call this mechanism the p2c filter, and it ensures that at
least one AS (the inferred customer of the transit AS) relies
on at least one other AS (the inferred transit provider) for
transit from and towards the core of the Internet. As we aim
to measure transit influence, these business relationships are
an important source of information: merely being directly
connected to an AS path that reaches the origin AS in a given
country does not necessarily make an AS influential; being a
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direct provider of the origin, or of an AS closer to the origin,
lends more confidence to our inference of influence.

3.2.2 CTl outlier filtering. We further filter BGP-monitor lo-
cation noise by removing outlier estimates of transit influence—
both overestimates and underestimates resulting from the
AS hosting a BGP monitor being topologically too close or
too far from the origin AS—to get an accurate assessment of
transit influence towards that origin. We implement a filter
recently proposed for another AS-topology metric (AS hege-
mony [35], see Sect. 8). Specifically, we compute the CTI
of each transit provider AS; using BGP monitors from each
monitor-hosting ASy, independently, as CTI,;,(as,) (AS:, C),
where m(ASy) is the set of monitors within ASj,. We de-
termine which potentially-biased ASj have gathered ob-
servations producing CTI,as,) (AS;, C) values in the bot-
tom and top 10% of all values for that transit provider in
that country and disregard all paths observed by monitors
hosted in these potentially-biased ASy,. As in [35], we imple-
ment outlier filtering only where we have observations of
CTI(as,) (AS;, C) from 10 or more ASy, which occurs for
52.9% of transit AS-country pairs in our sample (a single AS
can operate in multiple countries).

4 COUNTRY-LEVEL TRANSIT

In this section we present the results of applying our CTI
metric to the transit ecosystem of 75 countries with little-
to-no international peering. (We describe our method for
selecting these countries in Sec. 5.) We provide a high-level
characterization of the transit ecosystem in each country by
comparing the CTI scores of the top-5 ASes ranked by CTI
(Sec. 4.1), as well as a set of ASes that appear in the top 5
of many countries (at least 10). Our hypothesis is that these
countries show different transit profiles as a consequence of
the socioeconomic and geopolitical diversity of the sample:
from high exposure to observation, where one AS is the most
influential transit provider and others are very marginal, to
less exposed countries with an ensemble of ASes with similar
values of CTL

Investigating the companies operating the ASes with high
CTIL, we find two prominent groups of organizations: sub-
marine cable operators (Sec. 4.2) and state-owned providers
(Sec. 4.3). For the former, their operation of physical infras-
tructure connected to the country lends credence to our
inferences.

With regards to state-owned ASes, providing transit may
give governments the ability to expand their footprint be-
yond addresses they originate, e.g., through a state-owned
broadband provider. In some cases, state ownership of a tran-
sit provider may follow their investment in a submarine
cable or landing station, while in others it may reflect the
government’s intention to enact censorship. We limit our
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Figure 3: Boxplot of CTI distributions for the top-5
ASes in each country.

analysis to the discovery of the transit footprint of the state,
without delving into the underlying motives.

4.1 CTI distribution across countries

In this subsection we present an overview of the CTI dis-
tribution across countries. Countries with a top-heavy dis-
tribution of CTI values are particularly exposed to specific
networks. Other nations with a more flat distribution sig-
nal an ecosystem that is less exposed to prominent transit
ASes. Fig. 3 shows the distribution of CTI values for ASes
ranked in the top 5 by CTI in each country. In 51 countries,
the top-ranked AS has CTI > 0.3, signaling high exposure to
observation and tampering by that specific network.

The distribution of CTI rapidly declines across AS rank,
with the median halving from the first to the second position.
In 54/75 countries, CTI declines by over 30% from the top-
ranked AS to its successor; the average and median decline
across all countries are 46% and 49%. This suggests that in
the vast majority of countries in our sample, a single AS is
particularly prominent in terms of its capabilities to observe
or tamper with traffic.

4.1.1  Individual nations. Results for the full set of countries
we study are included in Table 1. In the interest of parsimony,
we discuss several representative cases below.

Most exposed countries. Only five countries have a top-
ranked AS with a CTI over 0.75: Cuba, Libya, Sierra Leone,
Solomon Islands and Cape Verde. The latter two are small is-
land nations. Among the remaining countries, Cuba appears
to have the most-exposed transit ecosystem?, in which the
top-ranked AS has CTI of 0.96. Because CTI discounts indi-
rect transit—and the top AS monopolizes observed, direct
connectivity—the CTI of Cuba’s remaining ASes declines
rapidly (81% from the top-ranked AS to the second).

3This is consistent with previous work that focused exclusively on Cuba,
finding its international connectivity to be constrained [19].



Conference’17, July 2017, Washington, B{&xbiSder Gamero-Garrido, Esteban Carisimo, Shuai Hao, Bradley Huffaker, Alex C. Snoeren, and Alberto Dainotti

Country name | CC | AS1 | AS2 | AS3 | AS4 | AS5 | HHI

CAPE VERDE Ccv 0.76 0.12 <0.01 <0.01 - 0.69

MALI ML 0.7 0.13 0.07 0.03 0.02 0.46

SRI LANKA LK 0.53 0.05 0.05 0.05 0.05 0.45

CUBA CcU 0.96 0.18 0.1 0.07 0.04 0.42

ST VINCENT vC 0.67 0.11 0.1 0.07 0.01 0.41

LIBYA LY 0.95 0.41 0.05 0.01 0.01 0.4

SAINT LUCIA LC 0.59 0.1 0.1 0.08 0.02 0.34
SOLOMON ISLANDS SB 0.78 0.39 0.05 0.03 0.02 0.34
BARBADOS BB 0.59 0.12 0.11 0.06 0.05 0.31

MOROCCO MA 0.59 0.14 0.07 0.07 0.06 0.31
ZAMBIA ZM 0.58 0.15 0.07 0.07 0.04 0.3

IRAQ 1Q 0.57 0.14 0.09 0.08 0.05 0.28

GUYANA GY 0.54 0.3 0.06 0.04 0.03 0.27
SIERRA LEONE SL 0.81 0.37 0.11 0.08 0.06 0.25
BELIZE BZ 0.34 0.07 0.07 0.06 0.03 0.24

YEMEN YE 0.48 0.31 0.08 0.05 0.04 0.21

EL SALVADOR NY 0.46 0.18 0.11 0.05 0.04 0.21
TURKMENISTAN ™ 0.33 0.24 0.07 0.03 0.02 0.21

TRINIDAD AND TOBAGO TT 0.56 0.15 0.11 0.09 0.09 0.21
OMAN OM 0.51 0.15 0.13 0.1 0.04 0.21

BOLIVIA BO 0.54 0.27 0.11 0.08 0.05 0.19

PERU PE 0.42 0.14 0.1 0.06 0.05 0.19

JORDAN JOo 0.55 0.15 0.13 0.1 0.09 0.19

LUXEMBOURG LU 03 0.11 0.08 0.06 0.04 0.16
NAURU NR 0.55 0.28 0.17 0.09 0.05 0.16
TUVALU TV 0.6 0.3 0.2 0.13 0.04 0.14
JAMAICA M 0.51 0.17 0.12 0.12 0.11 0.14

ST KITTS KN 0.33 0.12 0.07 0.07 0.07 0.14
PANAMA PA 0.44 0.19 0.14 0.08 0.07 0.13
LESOTHO LS 0.48 0.2 0.19 0.11 0.06 0.13
EGYPT EG 0.37 0.14 0.1 0.1 0.07 0.12
ETHIOPIA ET 0.58 0.26 0.25 0.1 0.08 0.12
ESWATINI SZ 0.25 0.08 0.07 0.07 0.06 0.12
EQUATORIAL GUINEA GQ 0.34 0.32 0.19 0.09 0.01 0.12
NICARAGUA NI 0.31 0.14 0.09 0.07 0.06 0.11
MONGOLIA MN 0.46 0.16 0.14 0.11 0.11 0.11
SUDAN SD 0.46 0.15 0.14 0.13 0.1 0.11
MONTENEGRO ME 0.44 0.18 0.14 0.11 0.09 0.11
ZIMBABWE A 0.38 0.21 0.13 0.08 0.07 0.11
MYANMAR MM 0.3 0.13 0.13 0.07 0.05 0.11
CAMEROON CM 0.44 0.17 0.17 0.11 0.09 0.11
DRC CD 0.27 0.15 0.09 0.06 0.06 0.1
BAHAMAS BS 0.32 0.2 0.17 0.07 0.04 0.1
QATAR QA 0.27 0.19 0.09 0.07 0.06 0.09
BURKINA FASO BF 0.32 0.28 0.22 0.05 0.05 0.09
UZBEKISTAN vz 0.46 0.24 0.16 0.13 0.09 0.09
ARMENIA AM 0.33 0.18 0.12 0.09 0.07 0.09
KUWAIT Kw 0.32 0.14 0.14 0.13 0.05 0.08
HAITI HT 0.37 0.17 0.16 0.1 0.09 0.08

MALTA MT 0.31 0.18 0.18 0.08 0.06 0.07
KOREA KR 0.21 0.15 0.08 0.07 0.06 0.07
GUATEMALA GT 0.22 0.22 0.17 0.07 0.04 0.07
THAILAND TH 0.34 0.19 0.17 0.14 0.06 0.06

GEORGIA GE 0.25 0.16 0.11 0.08 0.07 0.06
PALESTINE, STATE OF PS 0.22 0.18 0.14 0.1 0.03 0.06
COLOMBIA Cco 0.33 0.18 0.15 0.11 0.1 0.06

INDIA IN 0.25 0.18 0.17 0.12 0.03 0.06

SAN MARINO SM 0.27 0.14 0.12 0.09 0.09 0.06
PORTUGAL PT 0.26 0.23 0.13 0.13 0.05 0.06
SOMALIA SO 0.26 0.17 0.14 0.1 0.08 0.05
TIMOR-LESTE TL 0.27 0.27 0.23 0.13 0.07 0.04
TONGA TO 0.35 0.24 0.17 0.15 0.13 0.04
GUINEA GN 0.23 0.21 0.21 0.1 0.07 0.04
AFGHANISTAN AF 0.22 0.15 0.12 0.1 0.07 0.04
VENEZUELA VE 0.31 0.19 0.15 0.15 0.13 0.03
CHILE CL 0.26 0.22 0.17 0.14 0.08 0.03
HONDURAS HN 0.21 0.16 0.1 0.1 0.09 0.03
ECUADOR EC 0.2 0.19 0.13 0.12 0.07 0.03
ALBANIA AL 0.22 0.16 0.13 0.12 0.09 0.03
SAMOA WS 0.27 0.23 0.19 0.18 0.09 0.02
NORTH MACEDONIA MK 0.19 0.19 0.13 0.11 0.09 0.02
TURKEY TR 0.16 0.13 0.12 0.09 0.08 0.01

CHAD D 0.14 0.12 0.11 0.09 0.08 0.01
BANGLADESH BD 0.15 0.12 0.11 0.09 0.08 0.01
BELARUS BY 0.15 0.13 0.11 0.11 0.09 0.01

Table 1: CTI values of the five top-ranked ASes in the
75 countries we study (colored rows match Fig. 3). Ta-
ble is sorted by the Herfindal-Hichman Index (HHI)
[3] of the (normalized) top-5 CTI values. This index re-
flects both the exposure of the country to the top ASes,
in aggregate, as well as the skew of the exposure’s dis-
tribution.

Countries around the median. The median of the left-
most bar in Fig. 3 consists of countries that are still consider-
ably exposed to observation and tampering, with CTI values
ranging from 0.34 to 0.37: Egypt, Tonga, Equatorial Guinea,
Belize and Thailand. In Eq. Guinea, the median country, the
top-two ASes each have a CTI over 0.3; these ASes have a
p2c relationship with each other. Egypt and Belize have more
skewed distributions, with a 62-79% decline from the top AS
to its successor.

Least exposed countries. At the other end of the spec-
trum in Fig. 3 are five countries where the top-ranked has
CTI values under 0.2: Chad, Bangladesh, Belarus, Turkey and
North Macedonia. These countries have flatter distributions,
with CTI declining at most 19% (or 13% on average) between
the top-two ASes. As a result, we find no evidence of these
nations being particularly exposed to a single network (un-
like most of their peer countries in our sample). India, the
country with the most Internet users in our sample, is in
the bottom quintile (close by the other nations mentioned in
this paragraph) with a top-AS CTI of 0.25, declining by 28%
between the top 2 ASes.

Frequently Top-Ranked ASes. Of the 170 ASes present
in Fig. 3, 129 of them are in the top-5 for only one country,
with a further 34 ASes in the top-5 of at most 10 countries.
There are some notable exceptions, however: 1299*-Telia (top-
5 in 26 countries), 174*-Cogent (25), 3356"-Lumen (formerly
Level3/CenturyLink) (22), 6939-HE (17), 6762*-T. Italia (14),
23520-C&W (14), and 6453*-Tata (12). Nearly all of these
networks (marked with *) are in the inferred clique at the
top of the global transit hierarchy [1]. C&W is only present
in our analysis for countries in the Caribbean. HE has a very
broad footprint, with countries in Africa (7), the Mid. East
(3), W. Europe (2), Southeast Asia (2), South Pacific (2) and E.
Asia (1).

4.1.2  Temporal stability. We apply our CTI methodology to
a set of BGP paths from Feb. 2020 and compare the results
to those discussed above (from Mar. 2020). Specifically, we
compute the absolute value of the difference in CTI across
both months for ASes listed in the top 5 for each country in
Mar. 2020. We compute the absolute difference in CTI for a
total of 374 AS-country pairs?*, or 172 ASes in 75 countries.
The 25th ptile., mean, median, and 75th ptile. of this absolute
difference are 0.002, 0.003, 0.008 and 0.025, so the CTI values
are relatively stable across these months.

4.2 Submarine cable operators

Submarine cables are known to be an important part of the
global Internet infrastructure [18, 33, 48] and play a role
in the top-5 ASes of most countries we study. (Nicaragua,

“4Cape Verde only has four transit ASes, which is why there are 374 AS-
country pairs instead of 375.
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Figure 4: Top: CTI of top-ranked submarine cable AS.
Bottom: CTI rank of top-ranked submarine cable AS.

Guatemala, and Guyana are the only three nations where
none of the top-5 ASes are associated with the submarine
cables landing in the country.) In this section, for each coun-
try, we find the highest-ranked AS by CTI where there is
evidence of an institutional connection between the AS and
an owner or operator of a submarine cable. We define an AS
as a submarine cable operator if we find a direct match be-
tween the AS Name, the AS Organization [23], or a corporate
parent organization (e.g., CenturyLink for Level3, the Gov-
ernment of Sierra Leone for Sierra Leone Cable Company)
and the owners of a submarine cable operator according to
TeleGeography [69] and Infrapedia [41].

This process yields submarine cable ASes in 46 countries
out of 51 possible, as 19 of the 75 countries are landlocked,
and 5 have no submarine cable connectivity according to
the operator databases. In three additional countries (Myan-
mar [67], Solomon Islands [28], and Congo DRC [46]) only
TeleGeography provides an AS to submarine cable match,
which we confirm with information from the cited sources
(the operators themselves, the government of Australia, and
a submarine cable news source). In the remaining two coun-
tries (Thailand [71] and Samoa [68]) where we were not able
to find an AS to submarine cable from TeleGeography, we
rely on the cited sources (from the operator and a Samoan
news outlet) to find a match. Note that only operators of
submarine cables who appear as an AS on the BGP path can
be identified using this method, so our findings may be a
lower bound of the influence of submarine cable operators
in some countries, i.e., where we do not identify a submarine
cable AS ranked first by CTL

Our findings are shown in Fig. 4, with the CTI of the
top cable-owning AS in each of the 51 countries shown in
the upper portion, and the ordinal ranking of that AS in
its country’s ecosystem in the bottom portion (the order of

Conference’17, July 2017, Washington, DC, USA

countries is the same in both plots, and sorted by the CTI of
the top cable-owning AS). In 39 countries, a submarine cable
AS is ranked at the top by CTI, with an average rank of 1.8.

Note that being the top operator by CTI means different
things in different countries, as the underlying potential
exposure to observation affects the CTI of the top AS. For
instance, in Turkey and South Korea a cable-owning AS ranks
first by CTI, but has the lowest CTI among such countries.
Said ASes (9121-Turk Telecom and 6939-Hurricane Electric)
have CTlIs of 0.16 and 0.21, respectively. By contrast, in Cuba
and Libya, a submarine cable operator (11960-ETECSA and
37558-LIT) is also ranked first but with CTIs of 0.96 and 0.95,
respectively. As a result, Turkey and South Korea are much
less exposed to a single AS than Cuba and Libya.

We also find regional clusters of high transit influence
for the same AS operating a submarine cable, including
C&W (formerly Columbus Networks), which is among the
top providers in 10 countries in Central America and the
Caribbean thanks to its ownership of the ECFS and ARCOS-1
cables. Tata, Telefonica and Bharti Airtel also have an impor-
tant transit presence in West Africa, Western South America,
and South Asia respectively. A complete list of submarine
cables linked to an AS with high CTI in multiple countries
is included for reference in App. E.

4.3 State-owned transit providers

In more than a third (26) of nations, we find that at least
one of the top-5 ASes is state-owned (according to a recent
study [16]), motivating us to further examine the total influ-
ence of a country’s government on its Internet connectivity.
In particular, we adapt CTI to quantify the influence of state-
owned conglomerates—as some nations have more than one
state-owned AS—and apply it to the 75 countries in our sam-
ple. We use as input a list of ASes that are majority-owned
by sovereign states [16]. The list was manually verified and
encompasses both access and transit ASes. The dataset in-
cludes major telecommunication providers as well as its sib-
ling networks and subsidiaries. Using this list, we find 100
state-owned ASes who operate domestically (i.e., where the
state owner and the country of operation are the same) in
41 countries.

4.3.1 Influence of State-Owned ASes. Our initial exploration
of the influence of state-owned ASes concerns the role each
AS plays in the ecosystem of its country, as shown in Fig. 5.
We find that state-owned ASes tend to provide either transit
or access, usually not a combination of both. (Most points in
Fig. 5 line up along an axis, rather than towards the middle.)
As a consequence, meaningfully estimating the footprint of
the state requires combining the two kinds of influence as
well as aggregating data for AS conglomerates. Two excep-
tions where a state-owned AS provides both Internet access
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(i.e., as an origin AS) and serves transit to other ASes are
Cameroon and Egypt; in the former, Camtel has both a high
CTI (0.44, ranked first) and originates 27% of the country’s
addresses (second only to Orange Cameroon). Egypt’s TE has
a CTI of 0.37 and originates 28% of the country’s addresses.
We begin that estimation by computing CTI for not just
a single AS, but a set of ASes, while not “double counting”
influence over the same addresses, i.e., if two of the state’s
ASes originate and provide transit to the same addresses,
we add those addresses to the state’s footprint once. We
call this derived metric CTIn. Intuitively, CTIn reflects the
“pure-transit” footprint of the state, crediting only the ad-
dresses where state-owned ASes serve exclusively as transit
providers. For instance, if AS A and AS B (both of which
operate in country C) respectively originate and provide
transit to the same /24 prefix, CTIn says that the conglomer-
ate Sc = {A, B} does not have transit influence over the /24
prefix. Formally, CTInp(S., C) € [0, 1] is calculated as

w(m) a(p,C) 1

meM M| plonpath®(S¢,m,p)

which is essentially identical to Eq. 1, except that S, is a set
containing all of the ASes in the state-owned conglomerate
of country C; onpath® (S, m, p) is true if onpath(AS;, m, p) is
true for some AS; € S. and p is not originated by any ASin S;
and d*(S¢, m, p) = mings, s, d(ASy, m, p), i.e., the AS-level
distance from p to the closest AS in the conglomerate.

Finally, we define the total footprint of the state, i.e., ad-
dresses that are either originated or for which transit is
served by a state-owned AS. The state’s footprint F(C) €
[0, 1] is calculated as

F(C) = CTInp(Se., C) + Z
AS, €S,
where a*(AS,, C)/A(C) is the fraction of addresses in coun-
try C originated by AS,. The first term of the sum is the
pure-transit footprint and the second term is the addresses
directly originated by the state-owned conglomerate S.

a*(AS,, C)
A(C)

5

4.3.2  Findings. Fig. 6 shows our findings for the state-owned
footprint (F, bar height), the originated fraction by state-
owned ASes (orange bar), and pure-transit footprint of state-
owned ASes (CTIn, blue bar).

Our results suggest that domestic state influence exists on
a spectrum where some countries, such as Ethiopia, Cuba,
Libya and Yemen, rely overwhelmingly on the state for
the provision of Internet access and (F between 0.90-0.97),
whereas others, such as Colombia, Turkey, Mongolia and
Ecuador have relatively marginal state-owned enterprises (F
between 0.01-0.12).

Regarding the mode of influence that states use, in many
countries in Fig. 6, most of the bar height is contributed by
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Figure 5: CTI and fraction of addresses originated by
domestic, state-owned ASes in our study.
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Figure 6: State-owned originated address space a* (or-
ange bars), CTIn (blue bars), and state footprint F (bar
height) for countries in our study (X-Axis, sorted by
F).

the orange portion, meaning that the footprint of the state
comes from addresses directly originated. However, in some
countries the state punches above its access network weight
by deploying an influential transit provider, i.e., those where
the bar height is not dominated by the origin contribution
in orange.

The countries where pure-transit influence (CTIn) is largest
(0.2 or more, or pure-transit influence over at least a fifth of
the country’s addresses) are shown in Tab. 2. In these coun-
tries, all of which are in Africa and Central Asia, providing
transit considerably increases the influence of the state.

4.3.3  Pure-transit footprint of state-owned ASes. In coun-
tries where state-owned ASes have a large value of CTIn
(Tab. 2), it is possible that providing Internet access directly
is beyond the capabilities of the state (at least in some of each
country’s regions) which would explain the relatively low
footprint contribution of addresses directly originated. In
these countries, building an influential transit network may
be a cost effective way to expand the purview of the state, be
it for monetary gain (improved tax collection), infrastructure
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Country CTIn F

Sierra Leone 0.69 0.81
Uzbekistan 0.48 0.66
Cameroon 0.44 0.71
Egypt 0.37 0.65
Swaziland 0.29 0.60
Eq. Guinea 0.26 0.64
Afghanistan 0.22 0.45
Guinea 0.22 0.24
Myanmar 0.20 0.31

Table 2: Top countries by CTIn.

improvement (increasing the country’s available interna-
tional bandwith), or surveillance (expanding the fraction of
the country’s traffic that traverses a state-owned organiza-
tion). We note that the mere existence of these influential
transit ASes does not signal willingness of the state to engage
in surveillance or selective tampering, but rather that the
government may have opportunities to do so. For instance,
Myanmar’s state-owned Myanma Posts and Telecommuni-
cations (MPT), which is included in our analysis (see Tab.
2), appears to have been involved in the disruption of the
country’s Internet service during the recent coup [39].

4.4 Impact of public policy

In our CTI results, we find anecdotal evidence of the impact
of policy on each country’s telecommunications ecosystem
in two ways. First, while the underlying motives for cen-
tralized and state-owned operation of national networks
is outside the scope of this study, it is worth noting that
the four countries where F > 0.9 (Ethiopia, Cuba, Lybia
and Yemen) are all labeled as authoritarian countries by the
Democracy Index [5], so the national government’s extensive
footprint may allow for effective surveillance or censorship
capabilities. Second, two countries where public policy has
generally favored the diversification of international routes
(Bangladesh [55]), and the establishment of a strong domes-
tic peering mesh (Chile [17, 26, 56]), have among the lowest
values for CTI of the top-ranked AS (0.15 and 0.26, respec-
tively, or the bottom quartile of the countries in our sample).
These trends, if emulated in other nations, might mitigate
the risks imposed by concentration of inbound routes on a
few ASes.

5 INFERRING TRANSIT DOMINANCE

In this section, we describe how we identified the 75 countries
that where the focus of the preceding section, i.e., countries
where provider-customer transit (p2c) relationships are likely
the dominant mode of inbound international connectivity.
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Figure 7: Country-level transit fractions T(C) for coun-
tries in our sample.

We start by identifying countries for which public datasets
of Internet Exchange Points (IXPs) and Private Colocation
facilities (Colo) show no evidence of international peering
(Sec. 5.1). Based on this analysis, we conduct an active mea-
surement campaign to confirm the absence of international
peering (Sec. 5.2). This second stage based on traceroutes is
necessary because peering datasets are incomplete, particu-
larly when it comes to membership lists at IXPs in developing
countries [50]. We consider the prevalence of transit links
being used to reach each of our target countries from probes
distributed worldwide (Sec. 5.3) to select a set of countries
where it is likely valid to apply our transit influence metric.

We define international peering as a (logical) link between
two ASes that: (i) operate primarily in different countries
(Sec. 6), and (ii) where that link is not an inferred transit-
customer link. We use this definition since we are interested
in studying the AS-level routes taken towards each country.

We are aware of the limitations of our measurements and
analysis, particularly with regards to the location (both topo-
logically and geographically) of our probes. We expand on
this discussion in Sec. 7.

5.1 Constructing a candidate list

We identify countries where international peering may not
be prevalent by evaluating evidence of international peering
involving origin ASes present in the country. While domestic
peering is very common, our hypothesis is that international
peering is still not a frequent occurrence in some countries.
We begin with the set of ASes that originate at least 0.05%
of addresses in each country. (We remove marginal ASes
that originate a very small fraction of the country’s address
space to reduce the scope of our active campaign, as we are
limited by RIPE Atlas’s system-wide limits on concurrent
measurements [60]). This set includes origin ASes that we
classified as foreign to that country, but that originate BGP
prefixes entirely geolocated in the country. We look for these
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origin ASes in CAIDA’s IXP dataset® (from October 2019
[22]), PeeringDB Colo dataset (from March 1st, 2020 [25]),
and inferred AS-Relationships from BGP (March 2020 [7]).

We classify an origin AS as a candidate if the following
three conditions are true:

(1) the origin AS has no foreign peers in BGP [7];

(2) the origin AS is not a member of any IXPs or Colos

based in another country [22, 25]; and

(3) the origin AS is not a member of any IXPs or Colos

where any member AS is based in a different country

than the origin AS [22, 25].
The intuition for each test is as follows. If we observe at
least one foreign peer on BGP (1), this origin AS already
has the ability to receive some external content from that
peer, bypassing transit providers. Therefore, transit providers
serving that origin will have fewer capabilities to observe
traffic flowing towards it. Further, if an AS is a member
of an IXP/Colo in another country (2), or a member of an
IXP/Colo where another member is from a different country
(3), the origin AS is at least capable of establishing peering
relationships with those other ASes.

Fig. 8a shows the percentage of a country’s address space
originated by candidate ASes. We select the top-100 countries
as candidates for active measurements. This set includes only
countries where at least 25% of addresses are originated by
candidate ASes. Our motivation is to actively probe the set
of countries where it is most likely that transit providers still
play an important role on inbound international connectivity.
These 100 countries are colored in Fig. 8b.

5.2 Active measurement campaign

We ran a traceroute campaign to the 100 candidate countries
for 14 days starting May 2nd, 2020. Additionally, we use all
publicly available IPv4 traceroutes on RIPE Atlas during the
same period—on the order of several million per hour—in
order to opportunistically take advantage of other measure-
ments towards the same ASes.

We design our traceroute campaign guided by two con-
straints. First, we want to select a geographically and topo-
logically diverse set of probes. Second, we have to operate
within the rate limits of RIPE Atlas®, particularly regarding
concurrent measurements and credit expenditure.

Within these constraints, we launch ICMP traceroutes’
from 100 active—shown as “connected” during the previous

>“This dataset provides information about Internet eXchange Points (IXPs)
and their geographic locations, facilities, prefixes, and member ASes. It
is derived by combining information from PeeringDB, Hurricane Electric,
Packet Clearing House (PCH), and GeoNames.” [22]

SWhich RIPE Atlas generously relaxed for this study upon direct request.
7Using all default RIPE Atlas values save for number of packets to send,
which we reduce to 1 to stay within our measurement credit budget.

day [61]—RIPE Atlas probes (located outside any target coun-
try) towards a single destination in each AS, twice daily®;
probing at this frequency gives us 28 opportunities to reach
the AS during the two-week period from each vantage point.

We target an IP in a single /24 block for each origin AS in
each candidate country by looking for any prefix originated
by that AS that is entirely geolocated or delegated within the
candidate country (see Sec. 6). Our final dataset is comprised
of 33,045,982 traceroutes, including those launched by other
RIPE users that meet our constraints. The distribution of
the number of traceroutes reaching each country has the
following properties: (Min, 25th Pctl., Median, Mean, 75th
Pctl., Max) = (36, 13Kk, 46k, 330k, 250k, 3.3m). That is, the me-
dian country received 46k traceroutes. Only three countries
received fewer than a thousand traceroutes: Eritrea (667),
Nauru (154), and Tuvalu (36).

We use BdrmaplIT [52] to translate our traceroutes into
AS-level interconnections. BdrmapIT requires a number of
external datasets in its operation, which we specify as fol-
lows: inferred AS-Level customer cone [51] from March 2020;
AS20rg, which infers groups of ASes who belong to the same
organization’, from January 2020; and datasets we mention
in other sections—prefix-to-Autonomous System mappings
(Sec. 2), PeeringDB records (Sec. 5.1), and RIR delegation
records (Sec. 6). From these traceroutes and external datasets,
BdrmaplIT infers a set of AS-level interconnections and the
IP addresses (interfaces) at which they occur. Each interface
inferred by BdrmapIT has an AS “owner” assignment. We
reconstruct the AS-level path observed on the traceroute
using such assignments.

5.3 Country-level transit fraction

From the preceding sections we have built a set of AS-level
paths taken from the traceroute source to the destination AS.
We now need a quantitative analysis technique to infer the
prevalence of transit links on inbound traces towards each
country.

To that end, we determine how frequently a transit (p2c)
link is traversed when crossing the AS-level national bound-
ary!? towards an origin AS (AS,) in a candidate country. We
infer the AS-level national boundary as the link between the
last foreign AS observed on the AS-level path (starting from
the vantage point) and the subsequent AS.

We calculate how frequently, in the inbound traceroutes
we process with BdrmaplIT, the AS-level national border
crossing occurs on a transit link for each origin AS. We
scale this fraction to take into account the size of the address

8Because of limits on user-defined measurements [60] we space traceroutes
an hour apart in 800-target IP blocks, which also allows time for the RIPE
Atlas server to process and execute each request.

This dataset is not published monthly.

10 As defined by our AS Nationality, not actual political borders.
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Figure 8: Non-peering observed perc. on passive datasets 8a, scaled country-level transit fraction in probed coun-

tries 8b, and final set, with countries in red excluded 8c.

space originated by each AS using the country-level transit
fraction:

R(ASO’ ASt> ASC) a* (ASO’ C)

)= R(AS,) AQC)

AS,,AS.edom(C) AS;¢dom(C)

where R(AS,, AS;, AS.) is the number of traceroutes destined
toward a prefix originated by AS, that traverse a transit link
between a foreign provider AS; and a domestic customer
AS. in country C; R(AS,) is the total number of traceroutes
where AS, is the last observed AS; and a*(AS,, C)/A(C) is
the fraction of country C’s address space originated by AS,.
For instance, if an AS originates 50% of the country’s origin
addresses, and 50% of the traces towards it traverse a for-
eign transit provider AS, the contribution of that AS to the
country-level transit fraction becomes 0.25. Note that AS,
and AS, are not necessarily the same, as the border cross-
ing may occur at the link between (direct and/or indirect)
providers of AS,.

The values of T(C) for each candidate country are repre-
sented in Fig. 8b: countries in darker shades of blue have both
a large probed and responsive fraction and a large fraction
of traceroutes from outside the country traversing transit
providers. Countries where this fraction is closer to 1 will be
adequately captured by our CTI model of transit influence.

5.4 Final selection

Finally, in order to identify a set of primarily-transit coun-
tries, we evaluate the values of T(C) across countries, shown
in Fig. 7. At one extreme of Fig. 7 and Fig. 8b are countries
such as Ethiopia (ET) and Yemen (YE), T(C) = 0.95 and 0.7,
respectively, where all available evidence points towards
transit links as the main inbound modality. At the other ex-
treme are countries such as Syria (SY) and Iran (IR), T(C) <
0.01, where we rarely observe AS-level national borders be-
ing crossed using transit links.

Outside the upper and lower extremes in Fig. 7, where
the decision of whether to include a country in our study

is obvious, the middle results (most countries) do not offer
clear dividing points. We decided then to set the threshold
for T(C) to classify a country as primarily-transit based on
our validation with operators (Sec. A); in particular, we use
the value of T(C) for Sudan (0.48) as a lower bound, which is
the lowest T(C) in any country that we were able to confirm
relies on transit links for its inbound connectivity.

The final countries in our CTI study are shown in a blue-
white spectrum in Fig. 8c and as blue circles in Fig. 7, 75
of the 100 candidates!!. Countries in red are excluded from
further analysis, as at this time we lack sufficient evidence
to support that they are primarily using transit providers for
inbound connectivity.

6 DEFINITIONS OF NATIONALITY

Our study hinges on the correct nationality assignment for IP
address prefixes, ASes and BGP monitors. Given the diverse
set of information available, we devise distinct methods for
each. For our purposes, a country is one of the 193 United
Nations member states, either of its two permanent non-
member observer states, or Antarctica.

Address prefixes. We first geolocate each IP address in
every observed BGP prefix to a country using Netacuity [13].
(While geolocation databases are known to be unreliable
at fine granularities, previous work has found them to be
more accurate at the country level [20, 57], with Netacuity in
particular having accuracy between 74-98% [38].) Then, on a
country-by-country basis, we count how many addresses in
each prefix are geolocated to that country. If the number is
less than 256 (a /24), we round up to 256. If Netacuity does not
place any of a prefix’s IP addresses in a country, we attempt
to find a delegation block from the March 2020 RIR delegation
files [9] that covers the entirety of the prefix. If there is one we
assign all of the delegated prefix’s addresses to the indicated
country. Hence, while Netacuity can place a prefix in multiple

1These geographically small nation-states are included (2-letter ISO code):
MT, BS, CV, TO, LU, SB, SM, TV, PS, LC, WS, NR, VC, and KN.
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countries, at most one country will receive addresses through
the RIR process, and only if it was not already associated with
the prefix through Netacuity. Netacuity accounts for 95.1%
of all prefix-to-country mappings, while delegation-derived
geolocation accounts for the rest.

A particularly pressing concern with geolocation is the
correct assignment of IP addresses belonging to large transit
ASes with a presence in many countries. We compute the
fraction of a country’s address space that is originated by
ASes that have at least two thirds of their addresses in that
country. In the vast majority of countries, the address space
is dominated by ASes that are primarily domestic.

BGP monitors. As our study is focused on measuring in-
bound country-level connectivity, we seek to limit our anal-
ysis to paths going towards addresses in the target country
from a BGP monitor located outside that country. Hence, we
confirm the BGP monitor locations listed by RouteViews [64]
and RIPE RIS [62] through a set of active measurements. The
details of this process are included in Appendix C.

Autonomous Systems. Our inference of transit-dominant
countries relies on a concept of AS nationality, which is
rooted in the intuition that an AS will use its IP addresses
in countries where it operates, and that the country with
most of its addresses will therefore be the primary country of
operation. For transit providers, we include the IP addresses
originated by direct customers, as they are part of their tran-
sit footprint. We exclude indirect customers (e.g., customers
of customers) as these do not have a direct relationship with
the transit provider, and as a consequence it is possible the
two ASes have a peering relationship we do not observe (in
which case the indirect customers’ addresses would not be
part of the transit provider’s transit footprint).

We classify each autonomous system AS operating in a
country C as being domestic, AS € dom(C), when the AS has
at least two thirds of its addresses in the country, and foreign
otherwise. The vast majority (97.4%) of ASes are classified as
domestic in one country, with the remaining small fraction
being classified as foreign in every country. In fact, 89.8% of
ASes have all of their address in a single country, and 98.6%
have a strict majority of addresses in one country.

7 LIMITATIONS

At a high level, CTI assumes all ASes and IP addresses are
equivalent, which is certainly not the case. At the AS level, it
is possible that one, dominant AS provides stronger security
than a multitude of smaller ASes with tighter budgets. From
the perspective of an attacker, though, a single AS having
high CTI creates an opportunity; in the case of sophisticated
attackers such as nation-states, the possibility of infiltra-
tion of any network cannot be discarded, but compromising

many ASes simultaneously (in order to observe traffic to-
wards countries where no AS has high CTI) may be more
challenging. As such, ASes with very high CTI still present a
concerningly large observation footprint, regardless of their
level of security against infiltration.

Similarly, IP addresses can represent vastly different enti-
ties. Both access and transit ASes may deploy carrier-grade
network access translation (CGNAT) [58]. Since our model
treats all routed IPs equally, it does not currently take into
account the number of hosts multiplexing a single IP ad-
dress. We leave this to future work, but note that an addi-
tional weight may be added to CTI: one that scales up the
number of IP addresses in a given prefix by the number of
hosts connected to those IPs, on aggregate. Even within a
given network, however, individual hosts are unlikely to be
equally important as some (e.g., those belonging to govern-
mental organizations or power-grid operators) may have
more sensitive traffic. Conversely, some networks might not
even actually use all their IP addresses—although the latter
issue is likely less of a concern in the countries we have
studied as their allocation of IPv4 addresses tends to be con-
strained [29].

In addition to this fundamental conceptual limitation, there
are a variety of technical details that could have out-sized
impact on our conclusions:

Incomplete BGP data. We acknowledge that the BGP paths
we observe and use to compute CTI are incomplete given the
location of BGP monitors. Given the serious implications for
countries that appear highly exposed to external observation
and selective tampering by an AS, we argue that it is impor-
tant to study such exposure with available data. Further, we
note that there are two important factors aiding the credi-
bility of our CTI findings: (i) our validation with network
operators, who have confirmed that the set of transit ASes
identified in their countries is largely consistent with their
own understanding of the country’s routing ecosystem. (ii)
There is greater visibility over p2c links in the AS-level topol-
ogy [30, 51], which enables our analysis as we are studying
exposure to observation or selective tampering by transit
ASes, in particular.

Imperfect geolocation. A potential source of inaccuracy is
IP geolocation, as assigning prefixes to a geographic area is
challenging and the commercial providers who sell such in-
formation use proprietary methods. However, since we have
limited our analysis to the country-level, this source of inac-
curacy is unlikely to impact CTIL as geolocation databases
are typically reliable at that granularity [20, 38, 57]. Further,
while determining the location of prefixes originated by large
transit providers with a global presence is problematic be-
cause of its dynamic nature and wide geographic spread,
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most networks are much smaller and will have limited geo-
graphic presence beyond its primary country of operation
[76] (where most or all of its addresses will be located).

We use a country’s geolocated IP(v4) addresses as a proxy
for the nation’s traffic, as this is a limited resource that is
necessary to connect any device to the Internet. IP addresses
are often used as a proxy for traffic, e.g., in [66], and previ-
ous work has found strong correlations between number of
IP addresses observed in BGP and traffic volume for ASes
that provide either access or transit service [50]. An AS that
serves a larger number of IP addresses would consequently
have more capabilities for traffic observation.

Finally, we note that although our model has so far only
been applied to IPv4 addresses—a reasonable scope given
that IPv6 deployment is far from wide in many developing
regions, including Africa [14, 49]—the code libraries and soft-
ware tools we have used are compatible with IPv6, enabling
future research in this area.

Inferring Primarily-Transit Countries. Any active campaign
launched using publicly available infrastructure will be lim-
ited in its effectiveness to reveal peering links by the loca-
tion of vantage points (VPs) from which the traceroutes are
launched. Our campaign is no exception: our VPs are located
in a small subset of the world’s ASes, and primarily in Europe
and North America. However, we argue that our measure-
ments form a sufficient basis to infer that, in the countries
we have identified, foreign peering is rare, since: (i) we dis-
cussed our findings with operators in approx. 10% of these
countries, all of whom have confirmed that their nation relies
primarily on transit providers to receive traffic from other
countries since foreign peering there is rare to nonexistent;
(ii) while our measurements are launched primarily from
the U.S. and Europe, these regions do serve as important
content sources and transit hubs (incl. for intracontinental
traffic) for countries in Latin America, the Caribbean and
Africa [19, 34, 36, 37, 44], where most of the nations we have
identified are located.

8 RELATED WORK

Several previous studies have focused on country-level rout-
ing, both for the identification of topological bottleneckes
[45, 63] and to evaluate the impact of specific countries’ ASes
on routes towards other countries [43]. All of these studies
have used delegation data to map an entire AS to a country;
these inferences are prone to inaccuracies when compared
with more accurate and granular data such as IP-level ge-
olocation, as important transit ASes may span multiple or
many countries, or operate in a country different from their
registration. Most recently, Leyba et al. [45] addressed the
identification of topological bottlenecks, a framework that
would also help in quantifying exposure to observation (as
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CTTI aims to address), but with some methodological differ-
ences, including: they identify transnational links towards
each country using delegation records, and they define bot-
tleneck ASes as those serving the most paths (rather than IP
addresses).

Previous work focused on the topologies of specific coun-
tries (Germany [72] and China [75]) and relied on country-
specific methods and data sets that do not generalize to auto-
matic inference of AS influence in any given country. Fanou
et al. [32] studied the interdomain connectivity of intracon-
tinental paths in Africa, using a large traceroute campaign
(rather than BGP paths).

CAIDA’s AS Rank [51] is another topological metric de-
veloped to characterize the customer footprint of an AS on
the global routing system, i.e., the set of an autonomous sys-
tem’s customer ASes, along with customer ASes of those
ASes, recursively. It does not try to capture the capabilities
for observation of a transit AS for traffic flowing towards a
country; we developed the CTI metric to try to do so.

Our country-level transit influence metric is perhaps most
similar to Hegemony [35]. Both metrics aim to identify the
transit ASes that are most prevalent on paths towards origin
ASes, weighted by the IP address space they serve. Hege-
mony can be applied either to the global AS-level graph, or
to a “Local graph: ... made only from AS paths with the same
origin AS” [35]. The latter application is closest to CTI, as this
analysis is limited to paths reaching a single origin AS; in-
deed, we use some of Hegemony local’s filtering techniques
in our analysis (Sec. 3.2.2). The applicability of (local-graph)
Hegemony to the problem of revealing which transit ASes
have observation capabilities over traffic flowing towards
a specific country—the issue addressed by CTI—is limited,
as Hegemony is a metric of centrality of transit ASes on a
specific origin AS (not a country). We present a detailed com-
parision of CTI and (a country-level version of) Hegemony
in the countries we study in App. B.

9 CONCLUSIONS AND FUTURE WORK

In this work we tackled the issue of quantifying the exposure
of a country’s traffic to observation or tampering by specific
ASes. The Country-Level Transit Influence (CTI) metric we
developed aims to overcome several challenges with making
such inferences using BGP data. We apply this metric in a set
of countries where transit-provider customer relationships
are still an important inbound modality for international traf-
fic, i.e., where international peering is uncommon, a group of
nations we identified using analysis of peering databases, our
own large-scale measurement campaign, and validation with
operators. We applied CTI in these 75 countries to identify
the most influential ASes and quantify their international
inbound route diversity, and found that the median country
has 34% of IP addr. served by a single transit AS.
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In the future, we would like to develop measurement and
analysis techniques that can be applied to study the expo-
sure of countries that are not primarily served by transit
providers, but rather by a dense mesh of bilateral and multi-
lateral peering agreements. We also plan on studying the role
of organizations composed of multiple ASes in a country’s
transit ecosystem (an expansion of our study of state-owned
ASes into private companies).
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A VALIDATION

In this section we describe our discussion of CTI findings
with operators, as well as an analysis of CTI’s temporal sta-
bility. We also summarize our discussions with: (i) opera-
tors regarding our inferences of transit-dominant countries,
(ii) ASes with prefixes geolocated to these countries. Our
findings are largely consistent with each operator’s view of
the transit ecosystem of the countries discussed with them:
we did not find any false positives in our identification of
primarily-transit countries, and the per-country rate of true
positives—in terms of influential transit ASes confirmed by
the operators in 6 countries—was 83%, on average'2.

A.1 Operator Validation

We discussed our findings with employees or contractors of
two types of organizations: commercial network operators
and non-profits who conduct networking research (univer-
sities, registrars, and non-commercial network operators).
Additionally, we describe the results of our discussions foll-
wing a mass email request to ASes with prefixes geolocated
in countries in our study. Discussions with all but one of
these organizations are anonymized following their requests.
These discussions took place in the spring of 2020, unless
otherwise specified.

A.1.1  Commercial Network Operators. We emailed a former
and 8 current employees at 9 companies operating transit
and/or access networks primarily in Africa and Latin Amer-
ica. An operator confirmed that they operate a large transit
network in two specific countries in Sub-Saharan Africa.
They also confirmed that one of those countries is primarily-
transit when asked directly about that specific country. Two
operators in Africa (one of which is Liquid Telecom'?, the
sole non-anonymized conversation we report) broadly con-
firmed being a transit provider for traffic flowing towards the
countries we indicated, but refrained from confirming that
the countries as a whole are primarily-transit. One former
and one current operator in a single Sub-Saharan African
country confirmed that its inbound traffic flows primarily
through transit links. We sent these operators the set of top
7 ASes'* by CTI in that country. An operator responded with

12The per-country true positive rates are, sorted increasingly: 66%, 70%,
80%, 90%, 90%, 100%.

13Zimbabwe, Zambia, Lesotho, Somalia, D.R. Congo.

4Unfortunately due to the timing of the validation process, we sent a set of
ASes—we did not include actual CTI values in the message, just the set of
top ASes—to these operators that was produced before updating our CTI

four ASes that they state are the only direct upstreams of a
large access network; these are ranked 1, 2, 5 and 6 by CTI in
that country. The second operator confirmed the top 5 of the
7 we sent; these are ranked 1, 3, 4, 5 and 6 by CTI in that coun-
try. One operator in LACNIC confirmed—in Oct. 2020—that
their country is primarily-transit. They also confirmed 12 of
the 15 top ASes identified by CTI in that nation as influential
operators. Two additional operators never responded, while
a third one declined our request.

A.1.2  Networking researchers at non-profits. We contacted
16 researchers in 10 countries in Africa and Latin America.
In 5 of those countries (four in Africa, one in Latin America),
6 researchers confirmed the countries are primarily-transit;
of these, one (from Latin America) declined to comment
on the list of top ASes we sent them, while the discussions
in that regard with the other five are described in the next
paragraphs. Two other researchers declined to comment al-
together, and 8 did not respond. Two researchers in two dif-
ferent Sub-Saharan African countries confirmed 8 of the 10
ASes in the top 10 we sent!®. A researcher in a country in Sub-
Saharan Africa confirmed 5 of the top 7 ASes by CTI'®. Two
researchers in a single country in North Africa responded to
our set of top ASes by CTI. The first researcher was able to
confirm that 7 of the 10 ASes are transit providers of access
ASes operating in this country. The second researcher’s re-
sponse in this regard was to dispute an AS in the top 10 by
CTI, and suggesting that we investigate the transit providers
of the country’s access networks'’; the disputed AS is an
inferred transit provider of one of those access networks, a
relationship which was directly confirmed by the first re-
searcher.

A.2 ASes with Prefixes Geolocated

We sent a mass email request to the WHOIS abuse address
registered by ASes that had prefixes geolocated in 10 coun-
tries!® (with IRB approval): BO, CO, VE, CM, BD, GT, CL,
HN, SV and ZW. These were selected as a mix of large and

methodology to its current form; 6 of 7 ASes are present in both our final
CTI top 7 and in the outdated list we sent them.

155ee previous footnote; in this case 9/10 ASes remained constant across
both sets for both countries, including the 8 the researchers confirmed. The
operators also confirmed an additional AS from the outdated set in each
country, which are ranked 12 and 13, respectively, in the final CTI tally.
165ee previous footnotes. In this case 5/7 ASes are constant across both sets;
the operator confirmed two additional ASes from the outdated set, which
are ranked 9th and 10th by CTI in the final tally.

7Which they listed in their response; we found that these networks orig-
inate 99.7% of addresses in that country, an anecdotal but encouraging
sign regarding the correctness of our assessment of which ASes originate
addresses in this particular country.

18We only contacted ASes who had at least 1% of their addresses in the
country, and since this survey took place in 2021, we use the addresses
geolocated in Jan. of that year.
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small (by #ASes) countries where English or Spanish are
among the primary languages. We received 111 responses
in 9 of these countries (all but ZW). Of these, 107 confirmed
they operate primarily in the country that we geolocated
their prefixes to!’. Additionally, 108/111 were willing to dis-
cuss which type of business relationship dominated their
inbound international traffic. Of these, 83 stated that transit
relationships are the primary modality.

B COUNTRY-LEVEL HEGEMONY

In this appendix, we build a country-level alternative metric
based on Hegemony [35] and compare CTI to it. The reason
for the comparison is to determine if CTI is too aggressive in
its filters, discarding too much input data. For that purpose,
we build a benchmark using local hegemony, a metric of
centrality of any AS (including both transit providers and
peers) on paths towards a single origin. Hegemony consists
mostly of a single filter on input BGP data, making it an
appropriate benchmark. This benchmark was not trivial to
build, as hegemony local produces a bilateral metric of in-
fluence between a transit AS and an origin AS on the global
topology. We find that both metrics tend to agree about the
country-level influence of marginal ASes and very dominant
ASes (these two groups include the vast majority of ASes),
but they diverge among providers with high influence that
are not dominant. This last group is among those we aim to
discover with CTI, on which our heuristics intend to operate.
Hence, we find that out heuristics are not overly aggressive
nor unduly excluding input data.

No existing metric provides an assessment of a country’s
exposure to external observation as CTI does. In order to
quantify the impact of our heuristics on the resulting CTI,
we built an alternative country-level metric based on AS
Hegemony [35] as applied to a local (i.e., all paths originated
by the same AS) graph. This analysis gives us an indica-
tion of how our heuristics and filters compare to those of a
conceptually equivalent alternative.

While Hegemony is concerned with extracting the most
accurate estimate of centrality on an existing graph, and
not with estimating country-level inbound route diversity
as CTIL, it is possible to build a metric that serves a similar
purpose as CTI, which we call country-level hegemony (CLH)
as follows:
a*(AS,, C)

CLH(AS:,C) € [0,1] = A(C)

H(AS;, AS,) -
AS,€(0)
where H(AS;, AS,) is the hegemony score of AS; on AS,
during the same period?® in March 2020 when we applied
%In 3 cases, they stated that the country was among their primary places
of operation, but that they also operated in other countries.

20 As Hegemony is published in 15-min intervals [12], we take the 5-day
average score.
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Figure 9: CTI and CLH scores for the 6,428 AS-country
pairs in our study.

CTI, (all the other terms have been previously introduced in
Eq. 5.3).

In other words, CLH is a conceptually equivalent metric to
CTI. For each AS-country pair (a transit AS serving a country)
in our study of 75 countries, we show both CTI and CLH
in Fig. 9. These metrics tend to agree on a score for a given
transit AS in a given country: a linear regression has a slope
of 0.9988, intersection of 0.002, and R? of 0.87. The takeaway
is that the heuristics of CTI do not introduce unnecessary
noise to our analysis because, on aggregate, a country-level
alternative based on Hegemony—which applies a single filter
to BGP data in order to estimate AS centrality, and excludes
considerably fewer BGP monitor than CTI does—tends to
agree with CTT’s assessment.

Further, the metrics tend to produce qualitatively similar
assessments of each transit AS in each country: they either
assess the AS as marginal—both metrics assign it a score
lower than 0.1 (6,124 of 6,428 AS-country pairs); or they
assess the AS as very dominant—both assign a score greater
than 0.6 (6 AS-country pairs).

There is, however, disagreement among the metrics in the
middle section of Fig. 9 (remaining 298 AS-country pairs);
we study the data points in the area where either metric has
a score between 0.1 and 0.6). In particular, we investigate the
data points where the two metrics disagree the most in the
remainder of this section.

We manually inspected 15 AS-country pairs where CLH
produces a much higher score than CTI (|CLH — CTI| >
0.2), or viceversa. We stress that the true score for each AS-
country pair is unknowable, so what we intend to evaluate is
the impact of the individual components of CTI on these data
points. To that end, we compute an alternative set of CTI
scores, where the indirect transit discount (a coarse heuristic
defined in Sec. 3.1.1) is not applied.



Conference’17, July 2017, Washington, B{&xbiSder Gamero-Garrido, Esteban Carisimo, Shuai Hao, Bradley Huffaker, Alex C. Snoeren, and Alberto Dainotti

For the 11 AS-country pairs where CLH produces a higher
score than CTI, the indirect transit filter has a meaningful
impact on our estimate of CTI: not applying this filter would
have increased the CTI score by a median and average of 93%
and 102%, respectively. Indeed, for these 11 AS-country pairs,
the indirect transit filter causes 95% (median) and 96% (met-
rics) of the gap between the metrics. Since our purpose was
to produce a conservative estimate of the transit influence
of indirect transit providers, we find that this CTI heuristic
is working as intended.

All AS-country pairs where CLH produces a meaningfully
lower score than CTI measure influence on island nations:
Nauru, Samoa, East Timor, and St. Vincent & Grenadines.
The indirect transit filter has a minor impact on CTI for
these 4 AS-country pairs: between 0-2.5%. The disagreement
between the metrics, then, primarily stems from the core
analysis each does over BGP paths. One of these AS-country
pairs involve C&W (a previously introduced influential AS
in the Caribbean, Sec. 4.1), an operator which owns or co-
owns submarine cables landing in St. Vincent & Grenadines,
which suggests that the operator is likely influential on these
island, potentially justifying a high CTI score. One other
AS-country pair relates to a small island in the South Pacific,
Nauru, reportedly relying primarily on satellite connections
for international connectivity [6]. Estimating inbound route
diversity in this nation may be particularly challenging for
any metric, but they are nonetheless likely exposed in their
external connectivity (and therefore their inclusion in our
study is justified given our goal of identifying exposed na-
tions).

C BGP MONITOR LOCATION

We begin with the 685 monitors in RIPE and RouteViews.
We discard (91) monitors aggregated at multi-hop collectors
and monitors that are not full-feed, so we are left with 350
monitors in 209 ASes. We determine the location of each
full-feed BGP monitor as follows. First, we find the locations
of RouteViews and RIPE RIS BGP collectors. We build a first
set of locations by finding RIPE Atlas probes co-located at
Internet Exchange Points (IXPs), by searching the list of
peers for the IXP name, and assign that probe to the country
where the (single-location) IXP is present, e.g., BGP RRC01 -
LINX / LONAP, London, United Kingdom. We confirm the
BGP monitor location by running ping measurements from
RIPE Atlas probes hosted at the IXP to the BGP monitor’s
IP address, and conclude that the BGP monitor is in the
same city as the IXP if the RTT is lower than 5 ms. For the
remaining BGP monitors we look for available RIPE Atlas
probes in the ASes that peer with the same BGP collector,
and similarly run ping measurements towards both the BGP
monitor’s IP address and a RIPE Atlas probe located in the

same city as the one listed for the monitor. We conclude that
the BGP monitor and RIPE Atlas probe are in the same city
if both sets of RTTs are under 5 ms.

We exclude 118 monitors at this stage because there is
no available RIPE Atlas probe hosted at the IXP (in the city
where the monitor is listed) nor at any of the other peers
of the collector aggregating announcements from the BGP
monitor. We discard remote peers from our set, those that
have ping RTTs higher than 30 ms from the RIPE Atlas probe
in the BGP monitor’s listed city. For monitors with an RTT
between 5-30 ms, we infer them to be at the listed location
if we get confirmation using DNS records—i.e., we find a
geographical hint such as a three-letter city or airport code,
or the full name of the city, using a reverse lookup with the
BGP monitor’s IP address—or a matching country of the BGP
monitor’s peer_asn record in the RIPE RIS or RouteViews
collector list [62, 64]. Our final set M has 214 monitors in 145
ASes and 19 countries. We quantify the aggregate impact
of all of our filters, including the exclusion of certain BGP
monitors per country, in App. B, and find that their impact is
within reason given an alternative metric built using previous
research [35].

D CTI DERIVATION

A potential metric needs to evaluate the frequency at which
a specific transit provider appears along paths towards an
origin (destination) AS,. Mathematically, for a transit AS;
serving inbound international traffic to any origin AS, in
country C from any third AS,,, AS;’s centrality, ASC, is de-
fined as

ZAS0 eC S(Ast, ASO)

ASC(ASH ) € [01] = 5=y
AS,, m Aol

()

where S(AS;, AS,) is the number of paths towards AS, where
AS; is present as a transit provider, and S(AS,,, AS,) is the
total number of inbound paths towards AS, from transit
AS AS,,. This definition of ASC is directional (paths going
from outside the country towards the origin in the country)
and excludes paths where no p2c relationship is present
(i.e., peering paths) as we perform our evaluation of transit
influence only in countries where visible foreign peering is
not prevalent.

There are two major shortcomings of the model expressed
in Eq. 2 for our purposes: first, it provides no mechanism to
compute AS centrality on a country, i.e., a collection of IP
addresses originated by multiple ASes. Second, Eq. 2 treats
paths towards any AS, equally, regardless of how many IP
addresses each of them originates. Since we are interested
in measuring the exposure to observation of a country’s
address space (not origin ASes), we adapt Eq. 2 to quantify
the IP-level centrality (IPC) of a transit AS AS; along paths
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towards addresses originated in each nation C as

a(p,C)
A(C)

IPC(AS;,C) € [0,1] =
plonpath(AS;,p)

(3)

where onpath(AS;, p) is true if AS; is present on a BGP path
towards a prefix p, a(p, C) is the number of addresses in pre-
fix p geolocated to country C, and A(C) is the total number
of IP addresses geolocated to country C. Note that this is a
departure from established models of AS centrality, such as
Betweenness Centrality [2]. This is because the leaves of the
graph are geographically-annotated nodes, or a single origin
AS abstraction per country representing the union of each of
the origin ASes’ addresses present in the country. Further, IP
addresses determine the weight of the edges terminating in
them, and the core of the graph being ASes who carry traffic
towards the edge only. In practice, a single AS may serve as
an origin AS and a transit AS in the same country, a case in
which our model creates two abstractions for the same AS:
one as a transit provider for other origin ASes, and the other
as a component of the country’s compendia of originated
addresses.

In theory, IPC is a measure of the IP-level centrality of an
AS, with the highest values of IPC for any set of transit ASes
serving a country providing an indication of how exposed
to observation that nation’s inbound routing ecosystem is.
A country where many transit ASes have similar values of
IPC (for example, 10 ASes with IPC = 0.1) will likely be
less exposed than another nation where an AS has high
IPC (for example, a single AS with IPC = 1.0) and all other
transit ASes are marginal (IPC < 0.01). Therefore, comparing
the distribution of IPC values across countries gives us an
indication of the relative resiliency of a country’s inbound
routing infrastructure compared to other nations.

In practice, IPC is the core term (but not the only com-
ponent) of CTI in Eq. 1, the metric we use to compute the
influence of any given transit AS; on a graph composed of
inbound paths towards a country C. The remaining terms in
that equation are necessary to account for the shortcomings
of BGP data, the most important of which we now describe.
In order to compute CTIL, we rely on the largest compendia
of publicly-available BGP routing data, collected by Route-
Views [10] and RIPE RIS [8], who aggregate BGP messages
from operational routers (BGP monitors) at cooperating ASes.
CTI applies several analysis techniques (Sec. 3) to infer IPC
from these BGP measurements and address a core techni-
cal challenge: BGP data collection is heavily biased towards
paths seen from the (small sample of) ASes hosting BGP
monitors. As monitors are not distributed uniformly across
and between countries, and many countries and most ASes
have none, the inferences of transit influence built with these
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measurements will heavily oversample paths towards ASes
hosting BGP monitors.

Because no ground truth of a country’s inbound route di-
versity exists, and backup or less preferred links that are only
announced in the presence of routing disturbances are there-
fore unobservable most of the time, our techniques include
coarse heuristics (Sec. 3.1.1) based on a conservative guiding
principle: in parts of the graph with the most uncertainty—
i.e., of nodes not directly connected to the origin—we artifi-
cially discount transit influence estimates. The uncertainty
increases with AS-level hops from the origin, as each ad-
ditional AS on the path may have unobserved alternative
transit providers (See Fig. 2). This admittedly conservative
approach allows us to compute a lower bound of country-
level observation exposure in cases where indirect transit
providers appear along paths towards a large fraction of a
country’s addresses. At the same time, this heuristic does
not impact our assessment of route diversity resulting from
influential ASes in close topological proximity to the origin
(an area of the graph where there is less uncertainty).

E SUBMARINE CABLE ASES

Because submarine cable operators are inherently linked
to physical infrastructure, it is possible to construct an al-
ternative view of the findings in Fig. 4 based on the actual
submarine cables being operated. If a single cable is linked
to an AS with high CTI in multiple countries, an event af-
fecting that cable (which may include weather-related or
“anchoring and fishing activities” [42], as well as targeted at-
tacks) may have serious consequences in multiple countries
[73]; such cables and the associated ASes are listed in Ta-
ble 3. Most notably, C&W (formerly Columbus Networks) is
among the top providers in 10 countries in Central America
and the Caribbean thanks to its ownership of the ECFS and
ARCOS-1 cables. Its CTI in those countries ranges from tran-
sit dominance in small islands, to a more marginal position
in Central America. Tata, Telefonica and Bharti Airtel also
have an important transit presence in West Africa, Western
South America, and South Asia respectively. Table 3 also
highlights the critical nature of the SeaMeWe family of sub-
marine cables, with top ASes by CTI being identified as a
co-owner of one of the cables in eight countries. Cables in
this family have received attention in previous studies [27].
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Table 3: Submarine cables and their top AS operators by CTI. ASes listed match the
countries from left.

Sub. Cable  ASes (# of countries, if more than one) Countries
SeaMeWe-4  9498-BHARTI Airtel (2), 8452-TE India, Bangladesh and Egypt
EIG 37558-LIT, 9498-BHARTI Airtel, 8452-TE Libya, India, Egypt
SeaMeWe-5  45489-SL Tel.,, 9121-Turk Tel., 8452-TE Sri Lanka, Turkey, Egypt
AAE-1 15412-Reliance, 8452-TE, 8781-Ooredoo, 38040- Yemen, Egypt, Qatar, Thailand,
TOT, 8529-Omantel Oman
EASSy 16637-MTN, 37662-WIOCC Sudan, Somalia
SeaMeWe-3  6762-TIS, 8452-TE, 45558-MPT, 9121-Turk Tel., Morocco, Egypt, Myanmar, Turkey
6939-HE! and South Korea
ACE 327903-Ministry 1&C, 37529-GITGE, 8346- Sierra Leone, Eq. Guinea, Guinea,
Sonatel, 29544-Mauritanian Tel. Mauritania
WACS 6453-TATA, 30844-Liquid Tel., 15964-Camtel Cape Verde, Congo DRC, Cameroon
ECFS 23520-C&W (5) SV.G., SKN., St. Lucia, Barbados,
Trinidad & Tobago
ARCOS-1 23520-C&W (5) Honduras, Nicaragua, Venezuela, Be-
lize, Bahamas
Pan-Am 12956-Telefonica (3) Ecuador, Peru, Bolivia?
AMX-1 14754-Telgua, 14080-Telmex Colombia Guatemala, Colombia

! Partnership with Telecom Malaysia [70].
2 Not included in Fig. 4 as it is landlocked.
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